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The term cyber has been linked to matters relating to computers and computer networks, the internet or world wide web, and to information and digital technology and systems, and any supporting electronic systems. In this article it is applied to activities, risks and threats that directors, boards, other leaders, commentators, investigators, regulators, entities and stakeholders, and those concerned with defence and/or law and order, consider areas of cyber concern and arenas of cyber and related conflict. While the meaning of resilience and what constitutes it can reflect the activity, substance or entity being considered, in this article it will relate to ability to anticipate, prepare for, cope with or resist, and recover and/or move on from cyber risks and threats of various kinds and from different sources.   
Cyber-security is an issue for individuals, organisations, communities and societies, leaders and the led, and governments and systems. Most people and organisations are at risk, and many are already under regular attack. Both medium and large businesses are likely to experience some form of cyber-attack. Resilience in the face of them is now a strategic concern for CEOs, corporate boards and national leaders.  Cyber risks and threats, some of which are existential, are one category within a widening range of challenges, issues and global risks that face entities of all types and leaders at multiple levels (Coulson-Thomas, 2026a & b; WEF, 2026). Confronting them is increasingly regarded as a strategic matter rather than solely an operational one, whether at individual business or national level. 
Global and Geopolitical Risks
Corporate boards and countries operate in an uncertain, insecure and fragile world beset with multiple areas of risk (Coulson-Thomas, 2026b; WEF, 2026). The leading risks are inter-related, and the threat landscape is becoming more complex. Cyber risks are accompanied by many other areas of risk. The World Economic Forum (WEF)’s global risk report ranks risks in order of their severity of impact. Geoeconomic confrontation and misinformation and disinformation are the top two risks for the period 2026-27, with cyber insecurity in sixth place, following societal polarisation which may be exacerbated by algorithms, extreme weather events and state-based armed conflict (WEF, 2026). In the Allianz Risk Barometer 2026 cyber incidents are the top ranked business risk (Allianz, 2026).
Cyber events may be linked with fraud as components of business or national efforts to combat criminal activity. UK financial losses from fraud reached almost £1.3 billion in 2025, over 4 million cases being reported (UK Finance, 2026). Fraud and other criminal activities may or may not have a cyber element and cyber security can be required in relation to the activities of categories of actor other than criminals. These can include state funded and/or supported entities which may work with criminals, and their activities could also break laws. Entities can vary in the number of categories or subsets there might be within a general programme of activities or an overall strategy, how they relate to each other, and in priority. 
Most global risks and existential threats, whether biological, environmental, geopolitical, societal or technological, are the result of human activities, many aspects of which are not sustainable, as our planet struggles to cope with an increasing human population and unsustainable growth ambitions (UNEP, 2025; WEF, 2026). Over a ten-year period, there are three technology risks in the WEF 2026 global risk report ranked in order of severity of impact, namely misinformation and disinformation, adverse impact of AI technologies, and cyber insecurity in fourth, fifth and eight position respectively (WEF, 2026). The societal risks of inequality and societal polarisation reflect unequal access and impact issues and can include the consequences of using mobile devices and exposure to algorithms. 
Leaders along with businesses, and especially those that operate internationally, and their boards must also negotiate multiple geopolitical challenges (Coulson-Thomas, 2026d & e). Geopolitical rivalries are increasing hybrid warfare and the hostile use of cyber-attacks to gain advantage and damage those seen as opponents (Coulson-Thomas, 2025a; Mellen, 2026). Geopolitical conflicts have been ranked the biggest potential risk to global economic growth over the next 12 months according to McKinsey’s Global Economics Intelligence (McKinsey, 2026). Their resolution has become challenging on account of fragmentation, polarisation and entrenched and exacerbated rivalries (WEF, 2025b & 2026).
The interplay of contemporary economics, domestic politics and geopolitics in a fractured and polarised multipolar world is contributing to a breakdown of order and stability, greater unpredictability and chaos, and hot and hybrid wars (Prasad, 2026). Longer term geopolitical prospects are also being shaped by climate change. It and other possible trends, and reactions to them, are likely to benefit some countries, sectors, locations and enterprises and disadvantage others, creating unprecedented opportunities for innovation, enterprise and entrepreneurship (Snell, 2026). Resilience and staying power, arranging successions, remaining relevant and viable, and maintaining a strategic focus while adapting, renewing and reinventing may determine eventual success. 
Resilience in Relation to Challenges 
Resilience is required in relation to multiple challenges, risks and threats. With certain of the earth’s critical ecosystems on a pathway to collapse and global biodiversity loss, resulting food and other security concerns add to economic, geopolitical, technological and other uncertainties (DEFRA, 2026). Resilience is also needed at multiple levels. How resilient are the infrastructures and services upon which companies and other entities depend? They may already be under cyber-attack. A resilient national infrastructure with accessible energy and talent is important for economic viability, and maintaining independence, including more recently obtaining and preserving a degree of sovereign AI capability (Ustun et al, 2026). 
Infrastructures can also affect social resilience. Many people seem less confident than before in their prospects. The income divide has widened, with only 32% believing the next generation will be better off, while trade and recession-related job fears have hit an all-time high (Edelman, 2025). Uncertainty and insecurity can undermine confidence. The 2026 Edelman Trust Barometer Global Report suggests polarization, grievance due to resentment against a system which people feel is rigged against them, and insularity as they are reluctant to trust those perceived as different from themselves (Edelman, 2025). Outsiders may trigger suspicion. Boards and politicians are expected to provide leadership, but CEOs, journalists or government leaders beyond one’s own circle tend not to be trusted (Edelman, 2025). 
Increasing business resilience often involves addressing areas of risk and vulnerability. Diversification and avoiding dependence or over-reliance on a few key customers and suppliers can prevent domino like cascades of failure and increase flexibility. It may also improve the chances of potential challenges being picked up and new business possibilities being spotted. Learning from experience and events, related processes of adaptation, transition and transformation, and a willingness to review and alter policies, priorities, strategies and corporate capabilities can be generally advantageous as well as enhancing resilience. Where others hold back, entrepreneurs may sense opportunity. 
Resilience risks and challenges to resilience may arise within supply chains. Case studies suggest their resilience can depend upon their ability to maintain intra-tier connections within each stage or tier and inter-tier connections between them, with disruptions lasting longer the more stages or tiers there are within a supply chain, while expanding a supplier base from one to two regions may reduce recovery time by up to 50% (Habibi, 2025). More suppliers may also increase cyber risk, but greater diversity could reduce disruption risk. A combination of stability-based approach, which views resilience as an outcome or return to a norm, and an adaptation-based approach, which sees it as a quality, may be required to build strong supply chain immunity through an integration of general protection and adaptability (Ivanov, 2024).
Resilience can depend upon the relationship and/or trust between entities, and factors that may affect them. For example, a study of equity relationships between Chinese A-share listed companies and banks suggests common ownership between firms and banks can help firms develop in the long term and improve their resilience by alleviating financing constraints and boosting R&D investment (Wang and Lu, 2024). In dynamic and evolving situations and contexts, organisational resilience involves going beyond recovery and bouncing back to bouncing forward and coping with changed and new realities, which can involve reconfiguring trajectories as different forms of disruptive events occur, including stochastic events, probabilistic transformations, and tipping points (Hernes et al, 2025).
Governments can act to increase resilience (UK Government, 2026). It might be affected by   policies, planned developments and trends such as urbanisation. A study of 270 major cities across China suggests their climate resilience could be evaluated using an indicator system focused on exposure, vulnerability and resilience, and the influence of financial investments on urban climate resilience, with the rate of urbanisation as a moderating factor (Li et al, 2025). Climate resilience needs to be embedded into domestic, defence and foreign policies as without transformational change national and international governance systems and public and eco-system health are likely to be overwhelmed (Ripple et al, 2025). Boards and bodies concerned with national resilience should address such circumstances and vulnerabilities.
Individual and entity resilience may influence and affect each other. Among Chinese entrepreneurs a social mindset has been found to have a positive impact on enterprise resilience (Bai, 2025). It might also influence social and societal resilience. There may be a temporal element to consider. Resilience can be affected by the time available to adapt and adjust. When exogenous shocks disrupt how key players manage their time, how they react to temporal disruptions of various types and duration, and whether their responses involve adjusting, absorbing, or adopting, will influence how they adapt in terms of temporal resilience (Pérez-Nordtvedt and Harrison, 2024). Delays and lack of agility can be costly.
Cyber Security and Resilience
Many cyber-attacks are discovered after the event, when the issue is coping and recovery. Cyber security can be a significant factor in ensuring personal and organisational resilience. The latter can depend upon multiple factors, including resiliency management, business continuity and organisational learning capacity, which are related to preparedness for potential disruptions, operational flexibility, and how quickly resources can be reconfigured in changing situations to confront challenges as they arise (Koh et al, 2024). Cyber security requires anticipation, awareness, preparation and vigilance. This article considers various cyber risks and threats, their sources, vulnerabilities and corporate and collective responses. 
A business strategy may encompass many areas other than cyber resilience. A cyber element may require collaboration with other entities on multiple levels, including when cyber-attacks on infrastructure are identified by a government as a terrorist or state threat (HM Government, 2026). A corporate strategy for some businesses may need to cover disruption to a supply chain or infrastructure upon which they depend, while for a business that operates internationally it might involve engagement with the authorities of multiple jurisdictions. Cyber security is usually relative as absolute security becomes more difficult and elusive. Resilience should embrace recovery and alternative ways of operating.
Increasing resilience and the level of cyber security achieved can be work in progress. A national government may have a resilience action plan which is followed by periodic implementation updates. The foreword of the most recent UK implementation update is contributed by the security minister (UK Government, 2026). It notes work ongoing to develop a critical national infrastructure (CNI) Cyber Resilience Index with the aim of running a pilot scheme in 2026 to test policy options. A security strategy can involve preparedness which builds the resilience that can underpin deterrence (Curtis, 2026).
Accumulating Cyber Risks and Threats 
The risk and threat environment is becoming more complex and is encompassing a wider range of actors and evolving challenges (Coulson-Thomas, 2025a & b, 2026a & d; WEF, 2026). Growing interconnectedness is increasing cyber risks and threats. Weaknesses and points of entry at one level can compromise safety and security at another. AI agents and tools themselves can search for and locate them. They may also be deceptive and impersonate to secure unauthorised access (Hays and Rahman-Jones, 2026). Individual consumer and household decisions can create cyber risks for organisations and institutions. For example, home solar panels could represent a risk to electricity grids that could be exploited by an adversary (Woodford, 2025). Collective resilience is increasingly needed.
For some, the emphasis is shifting from the protection of physical and intellectual assets to ensuring the continuity of services, including cloud data services and internet services. Many cyber-attacks are undertaken to steal intellectual property that would give a rival or adversary a competitive advantage or enable them to catch up. Human control risks can assume greater significance as flow volumes increase and AI and other remedies are sought (NAO, 2025; WEF, 2024; Yampolskiy, 2026). As connections multiply and organisations become networks of relationships, establishing boundaries or perimeters to protect and defend and establishing the scope and limits of cyber security strategy may become ever more difficult.
Directors and boards need to know what questions to ask when exploring operational, regulatory, reputational and/or litigation risks related to cyber security (Coulson-Thomas, 2025b). Inconvenience, liabilities and damages following an attack could be substantial. Some threats are likely to be internal. Human beings as well as technologies, tools, assumptions and approaches can represent risks and levels of individual and collective resilience can vary. Efforts may be made to undermine the trust upon which relationships and the implementation of a cyber strategy depends. Deepfakes have become more credible and can be used to imitate a trusted person. Collaboration may provide adversaries with more and multiple points of potential attack. Some of these might be more vulnerable than others. 
For the fifth year in a row, cyber incidents, and especially ransomware attacks, are regarded as the top business risk by respondents to Allianz’s 2026 Risk Barometer survey (Allianz, 2026). Most medium and large businesses are likely to experience some form of cyber-attack (DSIT, 2025). They can be disruptive and costly (Allianz, 2025). Companies face a widening range of cyber threats from a variety of criminal, state and non-state actors. Combinations of them may work together. Greater connectivity and the delivery of services electronically increase exposure to cyber-attack. It may be assumed and expected rather than viewed as a potential risk factor. Malicious activities can also be undertaken by autonomous actors and systems and supercharged by agentic AI and emerging quantum technologies. 
Step changes in preparedness, resilience, response times and collaboration are now needed to cope with accumulating cyber risks and threats (Coulson-Thomas, 2025a). Individual professionals can become victims as well as their clients. Changes to governance arrangements, systems, processes and business models, transition and transformation journeys, and related innovations may create additional access routes and more points of vulnerability. Criminal and malevolent actors can use AI and other applications of technology to penetrate and exploit them while boards are still discussing cyber strategy and policies prior to their adoption at future meetings and subsequent requests for funding. 
Not wanting to be left behind can increase vulnerability. It is fuelling many AI adoptions before risks and vulnerabilities have been considered. A corporate and/or country focus on growth and/or competitiveness may lead to pressure to acquire and use technology applications and AI tools for their hoped-for contributions, without the delays that a more meticulous evaluation might require. This can expose organisations to cyber and other risks. Many companies do not have the scale, means or know-how to impose sufficient costs and risks upon attackers to deter their attempts to infiltrate targeted systems and cause harm.
Mounting Cyber-crime and Evolving Threats
AI, cyber security and digital transformation have been identified as one of the main forces shaping the future of corporate governance, as arrangements are put in place to protect organisations against cyber-crimes, risks and threats (Rao, 2025; WEF, 2025b & 2026). Cyber-crime can be financially rewarding for those whose technical prowess exceeds that of their victims (UK Finance, 2026). Scammers and ransomware attackers only need a small proportion of assaults to succeed to extract large sums of money from big enterprise prey.  Scams include the use of impersonation to lure people onto WhatsApp or social media groups for investors where they can be taken advantage of. Those who suffer loss can be at risk of being defrauded again. Some attackers benefit from state deniability and financial support.  
The threat landscape is continually evolving (Coulson-Thomas, 2025a). Increasingly, there are also extremist and ideologically motivated individuals to contend with. Dangers may be posed by unknown radicalised actors with axes to grind, or terrorists burning with a cause who are not yet on the radar of law enforcement agencies. Barriers to entry for potential assailants are falling, and the cost of mounting attacks that may be AI enabled is becoming more affordable. Tools that can be misused are readily available. By shifting locations bad actors can be difficult to trace. Property owners may be unaware of their nefarious use. 
Scammers are getting more sophisticated and convincing as they learn more about what works best, and vulnerabilities and financial losses are mounting (UK Finance, 2026). The use of AI and other tools can speed up this process, create fake images and videos, and spread misinformation and disinformation. Deepfakes using widely available tools can enable impersonations that are more convincing. There are often too many potential threats for national authorities to effectively monitor them. Increasingly, they must be selective. Legacy systems and codes are especially at risk. Red teams could be asked to identify those which are most vulnerable. Cyber tussles are often asymmetric. Assailants may have the whip hand.
As well as supercharging the effectiveness of biosecurity, cyber and other threats, AI has also become an existential threat. It has even invented a new virus (Gallagher, 2026). The UK government’s AI Security Institute (AISI) tracks rapidly improving AI capabilities. Safety and security vulnerabilities remain and some of the capabilities that would be required for Al models to evade human control are improving (AISI, 2025). Five AI models tested by AISI have been found to cheat and evade the constraints of an intended secure environment to search or write and execute code externally to achieve tasks set for them (Constantin, 2026). Others have followed (McMahon, 2026). AI models are mirroring the tendency for some people to use questionable means to achieve their aims or objectives set for them.
Technology and AI Related Risks
Technological developments can be quickly adopted by criminals and hostile and well-funded state actors, while those trying to defend against them are still applying for a budget allocation or approval. They are also rapidly becoming more capable and creating new vulnerabilities as their use spreads among those unaware of potential risks. AI is the biggest riser and jumps from tenth to second place in Allianz’s 2026 Risk Barometer survey, highlighting the emerging risks for companies in almost all industry sectors (Allianz, 2026). Generative and agentic AI tools should come with a health warning for the naïve and those unfamiliar with the risks their use may involve. Their adoption can benefit criminals. AI can also discriminate, lead to disastrous outcomes and deliver erroneous and misleading advice (Bender and Hanna, 2025). They could also be accompanied by a cyber risk alert.
Governments looking for ways of enhancing national competitiveness compete to host new mega data centres that the use of contemporary AI requires. Sometimes, as in the USA, to attract investment countries may remove regulatory and other barriers to the adoption of new technologies such as artificial intelligence (AI). Their concern, like that of many companies, is often to avoid being left behind, rather than with social and sustainability consequences. Summits to consider wider AI impacts have already been held at Bletchley Park, UK, in Seoul, South Korea, in Paris, France and New Delhi, India. Subsequent follow-up action may be inhibited by concerns about ceasing to be competitive and exclusion from the cutting edge. 
The efficiency benefits of the fourth industrial revolution and Industry 4.0 have been actively promoted by providers of AI and its enabling technologies. Their use puts pressure on energy supplies, while data centres also require water for cooling, and yet they are often located in areas in which they can represent a resilience and sustainability challenge (Clark, 2026). AI Impact Summits have been concerned with responsible collaboration and adoption of enabling technologies for inclusive, socially beneficial and sustainable outcomes. While these are advocated but not yet addressed with regulatory frameworks that reflect developments, ‘big tech’ has been an early beneficiary of AI’s rapid adoption (de Carvalho, 2025).
Many white-collar workers and professionals and their roles may be especially at risk from artificial general intelligence (AGI) development and adoption (Coulson-Thomas, 2026c; Wise, 2026). They may themselves, also be a source of risk if they rely upon an existing knowledge base, and have fixed views and entrenched ways of thinking, rather than being open to ideas, possibilities, alternatives new developments and evolving cyber threats (Taite, 2025). The loss of a professional or while collar role can be devastating for the identity and self-worth of someone replaced by a generative AI application or AI agent. Removal of lower-level jobs reduces the chance for many to obtain experience needed to later manage AI.
Agentic AI adoptions increase the risk of AI models undertaking cyber attacks on their own initiative. OpenAI has revealed that some of its most advanced AI models went rogue, escaping a sandbox test environment that did not prove secure to hack a likely source of what was being sought (Cress, 2026). Anthropic has also announced incidents of AI model avoidance of human control to hack other organisations. When vendors cannot control their own models in hoped for secure environments it reduces confidence that customers and users will be able to do so. Ensuring human oversight and control is becoming more challenging and a diminishing prospect. Quantum computing could amplify future rogue endeavours. 
Overall, technology and AI adoptions are consuming scarce water, energy, metal and critical mineral resources and generating growing amounts of e-waste (WEF and Oliver Wyman, 2025; Guterres, 2026). Massive commitment to AI is crowding out investments in other technologies that are or may be critical for national security, future sustainable growth opportunities, or addressing existential threats. With temperature and associated wildfire records regularly exceeded in many locations, the latter category includes climate change. Urgent action is required to reduce negative externalities, innovate to reduce data centre and other technology water, energy and resource requirements, and seize related opportunities, before remaining tipping points are breached.
AI and Ethical Concerns
The use of AI could prove terminal (Peiris, 2026). AI can also be divisive in terms of who benefits from or is disadvantaged by its use. Most low-income respondents to the 2026 Edelman Trust Barometer Global Report fear being left behind by AI (Edelman, 2025). Will benefits of any positive productivity gains from AI accrue mainly to dominant firms and their shareholders or owners of capital, or will they be more widely distributed across businesses and their employees (Tanner et al, 2026)? A question raised by Pope Leo XIV is “How can we ensure that the development of artificial intelligence truly serves the common good, and is not just used to accumulate wealth and power in the hands of a few?” (de Carvalho, 2025).
The advantages of AI use should be balanced against its internal and external costs and cyber-security and other risks, including negative externalities (WEF and Oliver Wyman, 2025). Disruption caused by AI might not always be advantageous, including for those who are excluded and overlooked. AI enabled cyber-attacks have increased dramatically worldwide, as AI systems can identify and exploit weaknesses and software vulnerabilities more quickly than humans (Chandran, 2026). They can enter and take advantage more rapidly than people and organisations can become aware of intrusions and subsequently respond. They are also generally available, including to those intending criminal, hostile and unethical use of them.
Forward looking and public policies have been suggested to address consequences of AI adoptions such as workplace disruption, job restructuring, reduced demand and job substitution for various segments of the workforce (Wise, 2026). Rather than regulate and control, US federal government AI policy and strategy is to remove barriers and constraints to innovation, competing and winning, and innovation build AI infrastructure with the aim of achieving global dominance (White House, 2025). Due to public concern, pressure has been put on data centre investors to cover their energy costs. Despite energy and water issues, AI data centres can form part of a country’s critical national infrastructure (CNI) (Clark, 2026). 
Individual and Collective Vulnerability 
Public bodies and utilities can be at risk of attack from criminal and state actors, on account of their reach, the data they hold, the damage disruption might cause and/or the possible scale of ransom demands (Coulson-Thomas, 2025a & b). Certain companies invite attention and can attract different attackers. Criminals may target financial services. Cloud platforms and sectors such as defence, energy, space, telecommunications and infrastructure, advanced engineering and technology, and related entities may also be attacked by state-actors looking for opportunities to disrupt, infiltrate to create future denial of service opportunities, and/or steal intellectual property which might be accessed via an academic collaboration. 
At a national level, critical infrastructure can be regularly targeted by cyber-attacks and sleeping malware may already be in place (Sherman, 2026b). Electricity grids are especially at risk on account of the complexity of their operation, digital management, multiple points of entry via connected devices, the long life of physical infrastructure, the advantages that attackers can have over defensive responses, and the widespread and significant harm which a successful attack could cause (Prasher, 2026). Back-up arrangements can be expensive for those who require them. The high vulnerability of electricity grids and other infrastructure, including payment systems, suggest they should feature in national security strategies. 
Additionally, liberal democracies have many vulnerabilities which can be exploited by the rhetoric of authoritarian disrupters in order to undermine them (Galston, 2025). Prioritising growth over security can increase vulnerability. Technology companies that could do more to increase cyber security as a public good, lobby governments and put the case for removing regulatory barriers and allowing them the maximum freedom to operate, innovate and be competitive. Companies operating internationally encounter different country approaches, ranging from those that are market led to the relatively tight regulatory framework of the EU.
Data protection and its authentication, doctoring and misuse are becoming critical issues for many companies, along with the integrity and objectivity of the software upon which they depend (Coulson-Thomas, 2025a & b). Breaches can lead to fines and other penalties. Open-source software may be more vulnerable to the implantation of code designed to serve the interests of hostile third parties when required. Such code may exist in critical safety, security and service applications, without companies and their boards being aware of the risks. Tools that have already been compromised may be bought and used by people who are oblivious of their source. They may also contain sleeping features that await external activation.
Monocultures and a lack of diversity can increase vulnerability. Businesses experiencing sustained attacks and/or which are likely targets should identify what is critical for achieving their mission or purpose and ensure back up as well as recovery arrangements are in place. It may be prudent to assume that critical systems will be penetrated and provide alternative systems that can be quickly activated and scaled up. An analogue back up for delivery of an essential services may be advisable. If well-equipped and prepared assailants achieve their objectives, a worst-case scenario could be a likely rather than a possible outcome. 
There are warning signs that alert players should be aware of. Anthropic’s Mythos Preview AI model has apparently discovered large numbers of vulnerabilities in every major operating system and web browser, and it has itself been found to be at risk (Chandran, 2026). The development and updating of cyber-security defences must match the speed of AI evolution (Ignatius, 2026). The latter might occur in the form of big steps as well as incremental improvement. Developments are occurring with such rapidity that any guidance on cyber security should be accompanied by a health warning to check the most recent updates.
State-sponsored and Hybrid Warfare Attacks
Authoritarian states use cyber and other onslaughts to undermine democracy and democratic countries (Whyte, 2020; Coulson-Thomas, 2025a; CEU, 2026). They are becoming bolder and more ambitious in their attempts to disrupt, sow division, discredit and undermine. Demagogic rhetoric, fake news and disinformation can exploit fear, humiliation, anger and resentment, targeting the marginalised, powerless and ignored to exacerbate discontent (Galston, 2025). More opportunistic attacks may be state funded and undertaken by agencies of a state in collaboration with criminal groups. Identified vulnerabilities are pounced upon.
Quick reactions and counters to the aspirations of certain state actors may be required. More effort may have to be devoted to responses designed to deter (Curtis, 2026: Sherman, 2026b). In many areas, assaults do not have consequences for a state attacker. As geopolitical disputes unfold, state sponsored attack priorities can switch from longer-term attempts to subvert to more overt but deniable efforts to disrupt by grey-zone or hybrid-warfare activities such as cutting cables by dragging anchors. Globally operating companies should monitor evolving events and ramp up their contingency and recovery arrangements when required. 
Many western countries, their infrastructures, utilities and critically important domestic companies are under 24/7 cyber assault. Utilities may lack the capabilities to match the sophistication of state actors (Sherman, 2026b). Entities whose older modems and routers have known defects should upgrade them. It may benefit those seeking to erode confidence and trust and disrupt relationships and supply chains, to increase insecurity and uncertainty and trigger costly reactions and responses. Malevolent actors in one category may pretend to be in another, where and when they judge this might be beneficial. Monitors and defences may not be sure of who they are dealing with. Intentions can be different from stated aims.
Within Silicon Valley certain players have been concerned to re-focus AI away from consumer and business applications and towards national security concerns (Karp and Zamiska, 2025). There has been a re-engagement and rapid increase in business with the Pentagon in recent years (González, 2022). Escalating amounts have been devoted to lobbying and contributions to Donald Trump’s election campaign which has facilitated an expansion of spending on defence technologies. For certain AI and ‘big tech’ businesses national security has been a lucrative strategic priority. They must hope the AI bubble lasts.
Responding to Cyber Attacks
Government and public services and infrastructures can be especially vulnerable to cyber-attack because of budgetary constraints, limited cyber-security skills and outdated IT systems (NAO, 2025). Cyber resilience may need a higher priority in view of the potential widespread impact of denial-of-service attacks. Defensive measures should be risk-based, proportionate and justifiable. By the time the costs of a cyber-attack are verified it may be too late to avoid the harm caused. The focus may have to be prevention of further spread, recovery, learning from events and the experience of others, and collaboration to be better prepared in future.
General advice can be provided, such as not giving personal, financial, corporate or other information to unsolicited approaches from those offering to help or protect, blocking their initiators from further contacts, and only scanning QR codes from trusted sources (Coulson-Thomas, 2025a). Advice needs to be current. Just viewing a malicious email rather than an action like clicking on a link may allow access to all one’s emails. People should be wary of approaches via social media, situations where they feel under pressure to act, and offers of help in recovering a loss or dealing with unauthorised access. Malevolent actors can be persuasive and persistent in seeking to overcome a potential victim’s reticence. 
The use of autonomous AI agents may increase cyber-security costs (WEF, 2024). Human oversight and employing them for less important tasks is advised, lest they stray beyond foreseen limits. Basics such as avoiding unnecessary internet exposure and the use of multifactor authentication are sometimes overlooked. Maybe systems could be run without being connected. Keys to survival are early detection, duplication and back up arrangements, stand-alone critical systems, quick recovery processes and alternative models of operation to enable greater resilience and maintain core services. Collaboration with trusted law enforcement agencies and the prospect of a response, may deter an attack on some entities. 
Corporate Governance Readiness  
Governance arrangements put in place or evolved to confront many considerations and expectations, including corporate governance codes, may not be optimal from a cyber security perspective. New or different committees and their memberships, updated roles and responsibilities, new collaborations and revised practices may be required as threats evolve and further issues emerge. Existing committees such as those for risk and/or audit may or may not give sufficient attention to cyber security matters. Only 10% of European boards have dedicated innovation and technology committees, and less than 1% provide committee-level oversight for geopolitics (ecoDa and Ethics & Boards, 2026). There may be much catching up to do and entities in similar positions may respond differently. 
Certain challenges such as cyber security and climate change apply to all sectors. However, some entities may be more affected than others and lessons learned and how they are applied might be different. Directors need to ensure a board’s focus, oversight, understanding and vigilance are appropriate for the sector or sectors, contexts and locations in which a company operates. It may be a target for multiple reasons. Guidance on secure AI development and cyber governance codes of practice are available that set out what a board’s responsibilities should be, including for providers of software and products containing software, and vendors of specific types of technology (NCSC, 2023; Coulson-Thomas, 2025b; DSIT, 2025).
Coping with mounting uncertainty and growing complexity calls for stronger risk oversight and greater resilience if boards are to navigate various environmental, geopolitical, technological and other challenges (Tainter, 1990; Thomas, 2024; Soonieus et al, 2026). Requirements for coping and survival in an unstable and insecure world are changing. One may be resilient to a degree, but not resilient enough for tomorrow. There is often a thin line between success and failure (Watling, 2026). In the field of cyber security, a successful attack might be terminal rather than inconvenient unless there is a fall-back way of operating. 
Directors and boards must be resilient, responsible and ready for multiple and often inter-related challenges, including regulatory intensification. They can no longer assume fragile institutions and governments will be able to cope. In some areas, their interventions may make matters worse. Hubris, over confidence and not listening to advice can lead to unwanted and potentially disastrous outcomes (Kagan, 2026). Certain companies do more than just lobby on matters that affect them. They take public positions on issues they feel strongly about, and which might not be addressed by governments (Gatti, 2025). 
Directors, Boards and Responsible Governance 
Responsible corporate boards innovate where others procrastinate. They ensure that innovative adoptions of evolving technologies are ethical, responsible and sustainable, and enhance organisational resilience (Bonime-Blanc, 2026). Guard-rails should be put in place and subsequently monitored to protect, defend against cyber-attacks and secure confidential information, such as policies to prevent the upload of corporate information to widely available consumer AI tools, and action is taken to ensure practices such as multi-step verification are introduced and followed. A cyber threat may be an opportunity to collaborate.
Some technologies, such as early use of consumer AI tools that might yield clear productivity advantages with initial applications, may lead to a relaxation of vigilance and monitoring of potential future uses as they advance. Later applications of certain trajectories such as agentic AI may involve more potentially damaging cyber risks. The worst may be yet to come (Sherman, 2026a). Responsible boards should also consider the sustainability and allocational implications of productivity improvements and avoidable negative environmental impacts. 
[bookmark: _Hlk208410478]Key players need the imagination and bandwidth to anticipate dangers such as prompts within an email that cause an AI agent to delete data, make fraudulent or embarrassing transactions, or initiate links to other targets. As tools for quickly producing more plausible voice and video deepfakes become more widely available, the risk of their use by bad actors to impersonate CEOs, executives, leaders, candidates and others to commit fraud, inflict damage, disrupt, or manipulate may escalate (Arunmozhi, 2025). Thought may need to be given to how to deal with a lack of vigilance without causing people to hide it and play games such as suggesting a higher level of alertness and readiness than is the case.  
Vigilance should not be assumed. Key and responsible executives may lack the imagination to foresee what could happen, including to services, infrastructure and data centres on which operations depend, or what other entities a company might provide access to if penetrated. Responsible boards should encourage all staff to look beyond immediate concerns and at possible longer-term consequences (Coulson-Thomas, 2025c). Others at risk should be warned. Directors should ask ‘what if’ questions to assess awareness and understanding of possible assailants, sleeping malware and new arenas of exposure and sources of risk. They should regularly review an entity’s capability to effectively respond, operate and recover. 
Boards should provide strategic direction. They should also assess whether a CEO and key players are alert, anticipating, preparing, vigilant and addressing realities, or preoccupied, ignoring possible scenarios and largely reactive. Directors should recognise the pressures that a CEO, executives and staff may be under in relation to cyber security. They should be supportive, while encouraging people to be open about their own lack of awareness, knowledge and understanding, and forthcoming about what additional help might increase them, limit harm and ensure a higher level of cyber resilience. 
Inhibitors of Effective Preparation and Response
Some leaders, including directors and boards, might be in denial of cyber risks and threats. They may consider them to be technical matters for consideration by IT or cyber-security compliance specialists rather than strategic issues which require their attention (Coulson-Thomas, 2025a). In house cyber security teams sometimes struggle to gain access to them or a CEO. As a chain is only as strong as its weakest link, a single point of entry might expose networks of connections. The corporate equivalent of a whole of society approach is increasingly needed. Cyber awareness and vigilance can be required from everyone. 
Much cyber-crime also goes unreported. The full picture may not be available to decision makers. People can feel embarrassed and foolish when hacked. They might wish to conceal what has happened. A lack of candour can harm others at risk. Companies may worry about the impact of deficiencies upon their reputations. Misinformation and disinformation can also erode confidence and trust. Hostile disinformation has become more sophisticated at exploiting fractures, amplifying doubt, leveraging uncertainty and widening existing fissures (Hutchings et al, 2024). Its almost as if assailants can smell areas of cyber vulnerability. 
The greatest dangers may lie in the continuing availability of services upon which an entity depends. Directors and boards sometimes walk on tight ropes when stakeholders and wider publics are unaware of how they might be affected by cyber and other dangers, risks and threats. In terms of resilience, many boards seem oblivious to grey zone and hybrid warfare threats to systems and infrastructures at times of heightened tensions. Major companies may also lack the means of continuing operations in an analogue world when digital services are blocked or unavailable. A ‘plan B’ or alternative model of operation may not be available.  
Concerns about collusion and possible antitrust investigation may discourage, inhibit or prevent collaboration with other entities to strengthen collective cyber defences, if sharing certain information could be viewed as anti-competitive. Experience may inhibit needed contemporary cooperation. Reactions to heightened risks and warnings can sometimes be delayed because of concerns about alarming customers or unsettling stakeholders. Responses might be viewed as disruptive of relationships and seen as inconvenient by those unaware of the risks. Internal caution and prevarication can increase exposure and/or penetration. 
Obstacles and Barriers to Collaboration
The strategic challenge may not be understanding the risks faced but organising a response to them, which at a national level could involve the collective ability of government, industry, civil society and the public to anticipate disruption, absorb shocks and recover at pace (Curtis, 2026). At a national level where there are many claims for public support, key policy makers may be relatively few. Business involvement may be sought to supplement available bandwidth, and it may also be necessary for implementation. Strengthening national resilience requires practical collective action as well as central strategic intent (Curtis, 2026).
As mentioned above, in an era of uncertainty, insecurity, geopolitical tensions, hot wars and hybrid conflicts, some companies and sectors are more likely to be at risk than others. Boards of entities concerned with critical national infrastructure (CNI), defence and economic and social resilience, and their supply chains, need to be aware of their increased exposure to cyber and other disruptions and attacks. The dangers are ever present and can emanate from multiple malevolent parties, including criminal, state and non-state actors operating alone or together. Some companies may have a potentially important role to play in community or national preparedness, resilience and deterrence strategy without their boards realising it.    
There are questions to ask Where is the greatest vulnerability? Are back up plans in place? When were they last reviewed? Are corporate, local and national reserves sufficient? How quickly could they be replenished and/or increased? What might better enable collaborative public-private models to scale up for effective responses and to increase resilience? Some business cultures are more competitive and less cooperative than others (WEF and Schwab Foundation, 2025). Boards may require dialogue with management and stakeholders to better understand the current and desired state of their organization’s culture and what leadership is doing and could do to align a culture with strategic direction and enable collaboration.
International cooperation can be difficult to achieve in an era of fragmentation and polarisation (WEF, 2025b). It is being replaced by confrontation and great power competition as governments lose faith in alliances and multilateral frameworks, and a multipolar landscape emerges (Jackson and Brenes, 2025; Stubb, 2026; WEF, 2026). In a more transactional era in which disruptors exercise hard power, economic and trade dependences and vulnerabilities can be weaponised. As a result, much of the trust required for cooperation is sometimes being replaced by distrust (WEF, 2026). 
New arenas of rivalry and conflict are opening, and the nature and location of global competition is changing (Laruelle and Radvanyi, 2026; Rosen, 2026). Consequently, new relationships are being sought. Re-establishing collaboration across a fracturing international system requires understanding the potential for cooperation and how it might best be pursued (McKinsey and WEF, 2026). While cyber cooperation with known cyber attackers is unlikely, it may be possible in the event of a shared perception of a common threat to both parties. Collaboration is increasingly needed to effectively address general or widely experienced challenges (WEF, 2025a; WEF and Schwab Foundation, 2025; McKinsey and WEF, 2026). 
Anticipating Cyber Attacks 
Prudent people and organisations should anticipate the likelihood of being a target, assume hostile action and reduce areas of vulnerability (Coulson-Thomas, 2025a & b). In business contexts, directors should be aware of where there are threats to democracy and what might be done to strengthen and protect against them (Eisen and Katz, 2025). They should take precautions. Within large and internationally operating companies, cyber defence responsibilities can be widely dispersed and available resources thinly spread. Few arrangements may exist for active responses, or the equivalent of ‘fighting back’. 
Attackers can focus their efforts on weak points and quickly exploit where and when access is secured. Entering the mindsets of potential assailants may enable possible attacks, potential follow-on actions and plausible subsequent and consequential scenarios to be anticipated. One might be able to foresee where some categories of assailant might wish to go once inside a corporate network and limit damage by erecting barriers, creating distractions and closing off entry to various subsystems or other parties. Reducing connectivity with separate entry requirements to self-contained sub-systems might increase security but inhibit collaboration. 
While business unit, discipline, functional, work group and entity boundaries can be barriers, resilience and preparation for cyber risks and threats should embrace organisations and their people, along with contractors, customers, suppliers and supply chains. Some participants in corporate networks of relationships may be more vulnerable than others, and/or more likely to be attacked. They should be identified. Technical solutions alone are unlikely to be sufficient as various human and governance factors can increase exposure and vulnerability. 
Some business owners may be reluctant to allocate resources to what they feel might not happen or is unlikely. While not large or a household name, a business may be seen as offering potential back door access to entities and services they are connected to. Regulators and many stakeholders expect data to be secure. Inadequate cyber security might not be considered acceptable or tolerated. Minimum costs of what others consider would be a tolerable level of security could be significant for a very small business. For larger businesses that operate internationally, sovereignty concerns can complicate cross border collaboration. 
Encouraging Wider Engagement and Vigilance
[bookmark: _Hlk208410850]Personal, corporate and public data should all be safeguarded (Coulson-Thomas, 2025a). Data collected for one purpose can be combined with other data and used for a variety of different and unforeseen purposes, both beneficial and malevolent. Data reuse can also be a business and its processing by data centres adds to energy and water requirements. The use of data for surveillance purposes can represent a threat to democracy and constrain what people are willing to say and do, as well as entrenching authoritarian regimes (Venkatasubramanian, 2025). Citizens should be alert and endeavour not to make themselves vulnerable.
Concerned boards could put the case at local and national level for devoting more resources to the protection of infrastructures and vital services, and efforts to limit radicalisation and combat extremism (Gatti, 2025). Comparing assessments of attacks on different entities may identify the same and/or similar likely suspects and help to align preparation, defences and counter measures. Sharing experiences and insights can deliver mutual and collective benefit. All employees, contractors, and citizens should be encouraged to be vigilant 24/7, including when off-duty and relaxing, and especially overnight, at weekends and on bank holidays.
Where there are ways of reporting frauds and malicious attacks, many people and organisations are reluctant to do so. Much of the harm they cause is therefore hidden. More effort may have to be devoted to cyber-related communications and enabling learning from others who are willing to share their experiences, especially those encountering types of attack which are likely to increase, such as assaults on utilities in ‘front line’ states. Certain organisations might have a role to play in national resilience and security.
Future scenarios of superhuman AI development, include its realisation as an existential threat (Kokotajlo et al, 2025). A board may have a view on regulation of the use of AI and technologies which can be weaponised, and limiting misinformation and disinformation that undermine trust, preventing alienation, crime and the growth of disgruntled groups, and increasing national and international collaboration. Perhaps it should advocate change to influence and identify potential allies (Gatti, 2025).  Engagement with local networks may help to increase vigilance within communities from which employees are drawn. 
Understanding Contemporary Realities
If realities are to be addressed, they must first be recognised and understood. Over confidence can increase vulnerability. Security, secrecy and control are increasingly transient, at risk or an illusion. Companies remain susceptible to access via alienated and disgruntled insiders, the private devices, tools and homes of employees and contractors, and the greater vulnerability of legacy systems and many small business suppliers. One should not expect too much from individuals and always be alert to what they might do next (De Jong, 2023).
Are boards, key executives, important investors and other stakeholders aware of security threats to countries in which a company and its subsidiaries are registered, headquartered, and/or operate and associated risks and vulnerabilities (CO, 2025)? Are they passive observers or mulling developments (Chandran, 2026)? Hostile state actors may have prepositioned or reconnoitred access to utilities and other critical systems to enable these to be ‘turned off’ in crisis situations. They may also be able to listen to conversations that are not encrypted to the advantage of their own national competitors of targeted companies.
Cyber risks are not the only challenges that business strategies and resilience measures must address (WEF, 2026). An emerging arena of challenge is the energy and water requirements of the mega data centres that enable and support increasing AI use. Global warming can increase the energy demand of air conditioning, and water needed for human hydration and date centre cooling. These put pressure on electricity grids and can increase energy costs for consumers in general. Additional requirements for water can add to shortages and give rise to water related conflicts (Gleick, 2026). Wildfires caused by heatwaves and droughts can also add to demands on available supplies at a time when they are limited. 
Responsible vendors, UNESCO and some governments have issued guidance, principles, guard rails and warnings to cope with certain challenges to the ethical and responsible use of AI (UNESCO, 2021; CO, 2025; DSIT, 2025). In areas such as agentic AI and model testing human control is becoming increasingly problematic (Constantin, 2026). Professionals should be aware of contemporary ethical concerns and debates. AI is evolving so rapidly that if its regulation is to catch up, more future regulations may need to be drafted to address possible scenarios and situations in terms of where AI development trajectories might lead (Thompson, 2026). Professionals may have to become creators of safer approaches.
Interconnectedness of AI models of different countries can raise multiple cyber security issues and addressing one problem with a model from a different jurisdiction can give rise to others. When two of Open AI’s models went rogue and escaped what had been thought to be a secure environment to hack a US repository, open models and other resources, the entity breached used an open-source Chinese model to detect and respond to the breach where a US option tried had not been effective (Sherman, 2026a). Black box AI is opaque (Deeks, 2025).   Even companies at the frontier of AI development cannot now be sure of all the risks they run and where they are exposed. For many, cyber security may seem a chimera and elusive goal. 
Infrastructures and public services can be vulnerable to cyber and other attacks because of vulnerabilities and weaknesses, such as those resulting from the number of different entities and levels of government that might be involved, and gaps between responsibility, ownership and operation (Noyes and Nelson, 2026). The ability to absorb attacks, respond and quickly restore services can be critical. Resilience and ease and speed of bouncing back cannot be assumed when the nature and source of possible attacks are uncertain and frontier AI can add to asymmetry and exploit vulnerability. Diversity and quick patching may limit damage. 
Reducing one risk may enhance another. Autonomy and agentic reactions can speed responses at the cost of greater risk of the unintended consequences of a loss of human involvement. Gaps between information technology (IT) and operational technology (OT) can give rise to security risks. Verification, checking and obtaining objective, informed and trusted opinion, counsel and views becomes more difficult with fewer independent media. People should recognise when they are under attack and react rather than wait for top-down notification. Resilience also has a brand value and can attract collaboration and JVs.
What AI agents learn from us could account for our possible future demise. A social network for AI agents could enable them to interact, collaborate, build new capabilities, allocate tasks, create their own language, pursue their own agendas and collectively become very difficult or even impossible for humans to control (Yampolskiy, 2026). Like human users, they might also become addicted and polarised, creating opportunities for differences, disputes and conflicts between different groups of agents. Achieving consensus on regulation takes time. What emerges may not be current. The EU AI Act was initiated in 2021 prior to agentic AI.
Identifying Potential Collaborators
Another contemporary reality is the challenge of cooperation for collective responses (WEF and Schwab Foundation, 2025). As risks and threats evolve and rapid AI development trajectories give rise to more of them and fresh existential threats, selected test and other new collaborators may be sought. including by vendors. AI Impact Summits, CNI and national infrastructure consultations and dialogues and similar events could represent an opportunity for entities to collaborate and discuss regulatory and other steps to address cyber and other risks. Although potentially beneficial, collaboration involves costs and agreement takes time. 
Cyber security is a shared concern. Access to one entity can embolden an attacker and initiate a domino effect and increase the vulnerability of others. Attackers like defenders can learn and build on what works. Discussions about increasing resilience, adding to an assailant’s costs and responses to hacks with peers in entities that have compatible interests may seem more active than passively waiting for an assault. Is there a role for more politically activist organisations and corporate diplomacy to work with social stakeholders and policy makers to work for a greater good, collaborate to address challenges and enhance resilience, provide public offerings, shape regulation, and become more of a force for good (Mariotti, 2025)?  
Boards must be realistic in their understanding of the extent of disunity, division, polarisation and opposition that exists in societies and countries in which they operate, the capabilities of local, regional and national law enforcement agencies, who can be trusted and the cooperation and responses required to deter attacks. Continuing corporate resilience can depend upon access to the technologies and expertise needed to remain current. This may require greater collaboration between industry, academia and government. Partners may have to be chosen with care if resilience is to be increased and security is not put at risk. 
Addressing the full range of risks and threats can require timely, serious and productive collaboration. In some jurisdictions cooperation may be undertaken in ways that could not be construed as collusion under anti-trust legislation. Effective collaboration can require trust, a sufficient level of openness and shared or at least a compatible understanding of cyber risks and threats. A national risk register may be available that provides a government's updated assessment of the likelihood and potential impact of a broad range of risks (HM Government, 2026). The UK list covers acute risks that may require a government emergency response. 
Across jurisdictions, some law enforcement agencies are more integrated than others. Governments also vary in the extent to which they are proactive or reactive and engaged in the cyber equivalent of an arms race. For the more aware and better prepared, cyber defence could become a shared purpose. It is in the self-interest of individuals, organisations, communities and societies to collaborate and prioritise security and survival. Mutually beneficial cooperation can sometimes be wearing. Donald Trump’s strategy embraces ignoring conventions and norms that constrain others, confrontation, disruption and repetition, and he may question and test, push limits, exploit vulnerability and use legal loopholes (Sonnenfeld and Tian, 2026). Lasting relationships require consistency and trust. 
Suggestions for Future Research.
Effective risk strategies must confront a widening range of challenges, risks and existential threats. Increasing risks and risk resilience are inter-related. Resilience is required to handle risks, and inadequate resilience can increase them. Past civilisations have been constrained by energy and the water all life requires. Both now face multiple challenges given unsustainable growth ambitions. Historically, civilisations have also collapsed as the cost of complexity, especially its increasing requirement for energy, has exceeded its social returns (Tainter, 1990). The spiralling demand for energy, water and scarce minerals because of AI adoption could suggest another collapse may be imminent, unless simplification becomes a priority.
For 4,000 years there have been disputes and/or conflicts over the use of water, and water related violence has recently risen (Gleick, 2026). It may grow further with increased pressure on water resources from a growing population, and factors such as the hike in demand from mega data centres. In the light of the energy and water demands of such data centre projects, public reactions and public policies in reaction to them and energy and water resilience suggest themselves as topics for future enquiry and balanced and practical policy recommendations. As more mega data centres required by AI encounter opposition, the question of how much economic, informational, and political power should be concentrated in a small number of technology firms could be explored (Wheeler, 2026). 
Cyber security is one element of required resilience. It is difficult for a business to protect itself from cyber-attacks without the cooperation of other parties and some collaboration with them. With multiple conflicts and hot and hybrid wars ongoing and geoeconomic confrontation and state-based armed conflict ranked top and fifth respectively as global risks by WEF, more use of state deniable cyber-attacks might be anticipated (WEF, 2026). Perhaps national security concerns should be more prominent in future considerations and investigations of cyber security and related research. The risk management community should step up to address a combination of cyber, AI, biological, climate and other risks. This and areas of regulation and public policy relating to resilience and security could be studied. 
A variety of parties may need to collaborate and work together to ensure community, sectoral, societal and national resilience (Curtis, 2026). Whole of society engagement may be needed for effective national security responses. Directors and researchers could investigate areas most likely to be targeted, such as critical national infrastructure (CNI). Questions could be asked about what CNI is, how it could develop, how cyber and other threats to it may evolve, and how AI might impact CNI and its resilience. As with cyber and other threats, possible responses and priorities, helps and hinders, and how the former could be enabled and the latter addressed could be explored. As noted already, a resilient national infrastructure with accessible energy and talent is also important for sovereign AI capability (Ustun et al, 2026).
Questions could also be asked about areas of vulnerability for national security. Many of these could have a cyber security element, including new technologies such as AI, drones and autonomous vehicles. Supply chain exposure, reliance upon foreign supplies and sovereign capabilities and control are other possible topics. Inter-relationships of dependency, resilience and vulnerability could be examined as well. There may be thresholds at which the balance tips for or against what is acceptable from a resilience or security perspective. There are ways of reducing vulnerability to investigate, such as dispersal, diversity, building back-ups, or not putting all one’s eggs into one basket. There could be mileage in assessing or revisiting vulnerability to certain changes and developments in practice or evolving technology.
Contemporary business and accounting practices, and the pursuit of unsustainable growth and financial returns to shareholders at the expense of the environment, eco-systems and future generations, has led to a concentration of wealth and opportunity in the hands of a relatively small elite and mega-corporations, and the marginalisation of great numbers of people manipulated by algorithms, monitored by surveillance and with problematic prospects. Despite powerful vested interests in a continuation of the status quo, it need not be this way. Alternative approaches to leadership, governance options, and different purpose choices and forms of civilisation are possible. Successful examples of their adoption and evidence of beneficial and more inclusive outcomes exist (Lent, 2026). These could be elaborated.   
Conclusions
Cyber and other risks and existential threats are inter-related, as can be operational and strategic responses and their implications. Collective responses are more likely to be effective but have become increasingly challenging to achieve. In a transactional era in which disruptors exercise hard power, economic and trade dependences and vulnerabilities are weaponised (Fishman, 2025). Boards that have focused on competitive advantage are now having to give more attention to cooperation and collective responses. In many countries special attention must be given to the protection of CNI and entities concerned with it. Digital firewalls may be as important as missiles for national security and defence. 
Despite the preoccupation of many people, organisations and governments with AI and a cyber and digital world, owners and directors of businesses and public policy makers should not forget real world risks and resilience challenges and considerations. There are many steps that governments also might need to take to adapt to climate risks such as intensifying heat and increasing risks of floods, droughts and wildfires, and address their implications for people, organisations, workplaces, infrastructure, agriculture, food security, nature, public services and the availability of insurance (CCC, 2026). AI might be both a help and a hinder in relation to them. Multiple crises could also occur simultaneously rather than sequentially.
At an international level, inter-state dialogue and collective responses to multiple AI related threats are needed, even where adversaries may be involved. One initial short list of AI model risks suggested that topics for possible US-China dialogue “might include enabling offensive cybersecurity threats; easing the creation or deployment of biological, chemical, or nuclear weapons; and producing reliability challenges such as hallucinations, defective code, and mistaken recommendations that could result in catastrophic harm to critical infrastructure.” (MacCarthy and Schonander, 2026). Obstacles and barriers to them and addressing other risks, threats and challenges could be discussed, along with how they might be overcome. 
There are also practical considerations such as factors that are enablers or inhibitors of collaboration in different situations and circumstances, and how different forms of cooperation and collaboration can best be coordinated, managed and/or governed. There are who, where, when, and how questions that could be asked about possible regulation and compliance, and legal, regulatory, governance and guidance frameworks, and possible evolution paths for related arrangements and institutions to consider. Similar questions could be asked about sharing information when public, private and foreign parties may be involved and skill, capability and investment requirements for CNI security and resilience. 
Accountabilities, roles and responsibilities, and priorities may need to be set for both resilience and security. In the cyber security arena innovation in attack, especially within autocracies, is likely to be motivated, continuous and where needed state-led and directed at other countries. In liberal democracies, innovation in cyber defence needs to be advocated, championed and funded. In situations and contexts in which there are likely to be many other claims upon resources there may be short-term political issues to address. In multiple arenas relating to resilience and security there are competing and/or contending narratives, issues to clarify and/or address, public policy options to discuss and public policy choices to be made. 
Future consultations, investigations and research could usefully be multidiscipline, cross functional, inter-organisational and international where possible and practical. Some groups within organisations, such as those concerned with AI, crime, finance, law and order, risk, technology and systems, might suggest themselves. Defence studies and international relations inputs might also be helpful. Other areas may be less obvious. At national level, a cyber security strategy could be an element of a wider national security strategy (CO, 2025). Income pressures sometimes prevent tighter scrutiny of the implications of research links. Thousands of university researchers may be engaged in collaborations with foreign academics that might have links to the military of a nation’s adversary (Yorke, 2025). 
Cyber insecurity can be lucrative for those who take advantage of it and useful for those able to exploit it. Many engaged and talented people are engaged directly as well as indirectly in cyber-attacks. Human nature and self and vested interests may be working against our collective survival. Time, resources, science and technology can be used for irresponsible and illegal purposes as well as responsible and lawful ones. AI models which have demonstrated their ability to escape human oversight could be misused. A regime fearing loss of power or a war could unleash autonomous devices tasked to kill that might go wild. A motivated zealot could ask an AI model to develop pathogens or weapons able to overcome defences, without considering collateral damage, boomerang effects, sequential or other impacts.
Too often, people unleash consequences that come back to haunt them, damage nature or harm their successors. Corporate irresponsibility such as driving demand, activities which underpin unsustainable ways of living, and ignoring the negative externalities of offerings has long been recognised (Heilbroner, 1972). Without responsibility, income earning pressure and the profit motive may increase the risk of short-termism and harmful outcomes (Bhave, 2025). Ultimately, boards and leaders may be held responsible and liable for consequences. Responsible leadership should act to ensure any possible short-term gain from how AI is used, by whom and for what purposes, is reconciled with longer-term sustainability and our collective and planetary resilience, safety, security and survival (Coulson-Thomas, 2025c). 
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Abstract
Cyber resilience and security affects people, organisations, communities and societies, leaders and the led, governments, systems, services and critical national infrastructure. Most of them are at risk, and many are already under regular cyber-attack. This article covers anticipating and responding to evolving and rapidly changing cyber, technology and AI related risks and threats, including state sponsored and hybrid warfare arracks, cyber governance, challenges of effective preparation, collective responses and effective regulation, encouraging wider engagement and vigilance, addressing contemporary realities, identifying potential collaborators, and suggestions for future investigation and research. Addressing the full range of risks and threats can require timely, serious and productive collaboration, and increased cyber and infrastructural resilience and security. Collective resilience, speed of recovery, and maintaining services and human control of AI could become a shared purpose. 
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