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Directors, Boards
and Cyber Security

Understanding and Preparing for
Evolving Threats

Companies face a widening range of cyber threals from a variely of
criminal, stale and norn-state actors. Combinations of them may work
logether. Grealer conneclivily and Lhe delivery of services
eleclronically increase exposure Lo cyber-allack. Malicious aclivilies
rmay also be undertaken by aulonomous aclors and syslems and
supercharged by quantum technologies. Step changesin
preparedness, resilience, response times and collaboration are
needed.

Changes lo governance arrangementls, systems, processes and
business models, ransilion and ransformation journeys, and related
innovalions create addilional access routes and more points of
vulnerability. Crimninal and malevolent actors can use Al and other
applications of technology 1o penelrate and exploil them while
boards are slill discussing cyber strategy and policies prior 1o their
adoption at future meetings.

President, Institute of Management Services
and Director-General, UK & Europe
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Resilience and preparation
for cyber risks and

threats should embrace
organisations and

their people, along with
contractors, customers,
suppliers and supply
chains.

A corporate and/or country focus on growth
and/or compelitiveness may lead lo pressure
lo acquire and use applications for their
hoped-for contributions. without the delays
that more meticulous evaluation might
require: This can expose organisations Lo
cyber and olher risks. Many companies do
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not have the scale, means or know-how to impose
sufficient costs and risks upon attackers o deter Lheir
altempls to infiltrate and cause harm.

Cybercrime and Threats

Cybercrime can be financially rewarding for those whose
technical prowess exceeds Lthal of their viclims.
Scammers and ransomware attackers only need a small
proporlion of assaulls lo succead Lo extract large sums of
money from big enterprise prey. Scams include the use
of impersonation Lo lure people onlo WhalsApp or social
media groups for inveslors where Lhey can be laken
advantage of. Those who suffer loss can be al risk of
being defrauded again.

The threal landscape is continually evolving. Increasingly
there are also extremist and ideologically molivated
individuals lo contend with. Dangers may be pozed by
unknown radicalised aclors with axes to grind, or
lerrorists burmning with a cause who are not on the radar of
law enforcemenl agencies. Barriers Lo entry for polential
assailants are falling, and Lhe cosl of mounting attacks that
may be Al enabled is becoming more affordable.

Scammers are gelling more sophisticated and convincing
as they learn more aboul whal works best and
vulnerabilities. The use of Al and other tools can speed up
Lhis process, creale fake images and videos, and spread
misinforrmaltion and disinformation. There are ofien loo
many polential threals for national authorities Lo
effectively monilor. They must be selective.

Assessing Vulnerability

Cerlain companies invite allention and can allract
different attackers. Criminals may largel financial services,
but they along with utilities, cloud platforms and sectors
such as defence, energy, space, lelecormmunications and
infrastructlure, advanced engineering and lechnology
related entities may also be atlacked by stale-actors
looking for opportunities Lo disrupt, infiltratle Lo creale
fulure denial of service opporlunities, and/or steal
intellectual property.

Prioritising growlh over securily can increase vulnerability.
lechnology companies Lthal could do more Lo increase
cyber securily as a public good lobby governmenis and
put the case for remnoving regulatory barriers and allowing
them the maximum freedom lo operale, innovale and be
compelitive. Companies operating inlernalionally
encounter different country approaches, ranging from
those Lhat are markel led Lo the regulalory framework of
the EL.
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Prioritising
growth over
security can

increase
vulnerability.

Data prolection and its aulhenticalion, docloring and
rmisuse are becoming crilical issues for many companies.
along wilh the integrity and objeclivily of software upon
which lhey depend. Open-source software may be more
vulnerable Lo the implantation of code designed Lo serve
the interests of hostile Lhird parties when required. Such
code may exist in critical safety. securily and service
applications, withoul companies and Lheir boards being
aware of the risks. Tools may be bought and used by
people who are oblivious of their zource.

State-sponsored Attacks

Authorilarian slales are increasing their use of cyber and
other onslaughts to undermine democracy and
democralic countries. They are becoming bolder and
more ambilious in their altempls Lo disrupl, discredil, sow
division and undermine. More opporlunistic allacks may
be state funded and underiaken by agencies of the stale
in collaboration with criminal groups. Quick reactions and
counters lo the aspirations of cerlain slale aclors may be
required.

As geopolitical dispules unfold, state sponsored altack
priorities can swilch from lengerterm attempts to subwvert
Lo more overl bul deniable efforts Lo disrupl by grey-zone
or hybrid-warfare activities such as culling cables by
dragging anchors. Globally operaling companies should
monitor evolving events and ramp up thelr conlingency
and recovery arrangements.
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It may benefil those seeking lo erode conhdence and trusl
and disrupt relationships and supply chains, lo increase
insecurily and uncertainty and trigger costly reactions and
responses. Malevolent aclors in one calegory may
pretend Lo be in anolher, where and when they judge Lhis
rmight be beneficial. Monilors and defences are nol always
sure of who they are dealing wilh. Intentions may be
different from articulated aims.

Responding to Attacks

Defensive measures should be riskbased, proportionale
and justifiable. By the time successful cyber-altack costs
are verified and known it may be loo late 1o prevent Lhe
harm caused. The focus may need Lo be prevention of
spread. recovery., learning frorm events and the
experience of others. and collaboration lo be beller
prepared in fulure.

General advice can be provided, such as nol giving
personal, inancial, corporate or other information lo
unsolicited approaches from those offering to help or
protect, blocking their initialors from further contacts, and
only scanning QR codes from lrusled sources. People
should be wary of approaches via social media. siluations
where lhey feel under pressure to acl, and offers of help
in recovering a loss or dealing with unauthorised access.

Keys lo survival are early detection. mulliple duplication
and back up arrangements, stand-alone critical systems,
and/or allernalive models of operation o enable grealer
resilience and maintain core services, and guick recovery
processes. Collaboration with trusted law enforcement
agencies and Lhe prospec! of a response. may deter an
atlack on some enlities.

Invelvement of Directors and Boards

Boards should provide sirategic direction. They should
assess whelher a CEO and key players are alert,
anticipaling, preparing, vigilanl and addressing realities, or
precccupied, ignoring possible scenarios and largely
reaclive. A key guestion is whether they have the
bandwidth 1o anlicipale dangers such as hidden prompls
within an email causing an Al agenl Lo delele dala, make
fraudulent or embarrassing transactions, or initiale links Lo
other largels

Key execulives may lack the imagination lo foresee what
could happen, including to services, infrastructure and
dala cenlres on which operations depend, or whal other
enlities a company mighl provide access Lo if penelrated.
Directors should ask ‘what if questions lo assess
awareness and understanding of possible assailants,
sleeping malware, new arenas of exposure and sources of
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risk. and capability 1o effeclively respond, operale and
recover.

Some directors and boards might be in denial of cyber
risks and threats. They may consider Lhem technical
mallers ralther than stralegic issues thal reqguire their
attention. In house cyber securily teams somelimes
struggle Lo gain access lo them. As a chain is only as
strong as its weakesl link. the corporate equivalent of a
whole of sociely approach is increasingly needed.

Inhibitors of Effective Preparation and Response

Direclors and boards sometimes walk on light ropes
when stakeholders and wider publics are unaware of how
they might be affecled by cyber and other dangers, risks
and Lhreals. In terms of resilience, many boards seem
oblivious lo grey zone and hybrid warfare threats to
systermns and infrastruclures al times of heightened
lensions. Major companies may lack the means of
conlinuing operations in an analogue world when digilal
services are blocked or unavailable.

Concems aboul collusion may discourage, inhibil or
prevenl collaboration with other enlities Lo strengtlhen
collective cyber defences, if sharing certain information
might be viewed as antiFcompetitive. Reactions lo
heightened risks and warnings can somelimes be delayed
because of concerns aboul alarming customers or
unsettling slakeholders. They might be viewed as
disruplive of relationships and seen as inconvenient by
those unaware of the risks.

Anticipation and Forethought

Within large and internationally operaling companies,
cyber defence responsibilities can be widely dispersed
and available resources thinly spread. Few arrangements
miay exisl for aclive responses, or the equivalent of
‘fighting back’. In conltrast, altackers can concenlrate their
efforls al weak points and quickly exploil where and
when access is secured. Enlering the mindsels of
polential or likely assailanis may enable points of attack Lo
be anlicipated.

One could also anlicipale where some calegories of
assailant might wish lo go once inside a corporale
network. Preparedness could involve damage limitation
by erecting barriers. creating distraclions and closing off
entry lo various subsystems. Reducing connectlivily with
separale enlry requirements Lo self-conlained sulb-
systemns might increase securily, but inhibit collaboration
across business unit, discipline, functional, work group
and entity boundaries.
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Boards must be realistic in their
understanding of the extent of
disunity, division. polarisation and
opposition that exists in societies
and countries in which they operate,
the capabilities of local, regional and
national law enforcement agencies,
who can be trusted. and the
cooperation and responses
required to deter attacks.

Resilience and preparation for cyber risks and threals
should embrace organisations and their people, along
with contraclors, customers, suppliers and supply chains.
Some participanis in corporate networks of relalionships
may be more vulnerable than others, and/or more likely to
be altacked. They should be identified. Technical solutions
alone are unlikely 1o be sufficient as various human and
govermnance faclors can increase exposure and
vulnerability.

Encouraging Wider Engagement

Concemed boards can put the case al local and national
level for devoling more resources Lo Lhe proleclion of
infrastructures and vital services, and efforts 1o limil
radicalisation and combal extremism. Comparing
aszessments may identify the same and/or similar likely
suspecls and help Lo align preparation, defences and
counter measures. All employees, contraclors. and
citizens should be encouraged Lo be vigilant 24/7,
including when off-duly and relaxing. and especially
overnighl. al weekends and on bank holidays.

Where there are ways of reporling frauds and malicious
attacks, many people and organisalions are reluctant lo
do so. Much of Lhe harm they cause is hidden. More effort
may need lo be devoled lo eyber-related
communications and enabling learning from others who
are willing Lo share their experiences, especially Lhose
rmore likely lo have experience of lypes of attack which
are likely 1o increase, such as Lo ulilities in ‘fronl line’ slales.
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Engagement with local networks may help lo increase
vigilance within communities from which employees are
drawn. Al a national level, a board may have a view on
regulation of the use of Al and technologies which can be
weaponised, limiting misinformalion and disinformation
that undermine trusl, preventing alienation, crime and the
growth of disgruntled groups. and increasing national and
international collaboration. Certain companies might have
a role Lo play in national resilience and security.

Addressing Realities

Security. secrecy and control are increasingly transient. al
rick or an llusion. Companies remain vulnerable lo access
via alienated and disgruntled insiders, the privale devices,
lools and homes of employees and contraclors, and the
grealer vulnerability of legacy systems and many small
business suppliers.

Hoslile stale actors may already have prepositioned or
reconnoilred access to ulilities and other crilical systems
so thal they could be 'lurned off'in crisis siluations. They
may also be able Lo listen lo conversations thal are nol
encrypled to the advaniage of their own national
competilors of largeted companies.

Identifying Potential Collaborators

Boards mus! be realislic in their understanding of the
extent of disunity. division, polarisation and opposition
thal exisls in socielies and countries in which they
operale, the capabilities of local, regional and national law
enforcement agencies. who can be trusted. and the
cooperalion and responses required Lo deler atlacks.
Conlinuing corporale resilience can depend upon access
lo the lechnologies and experlise needed Lo remain
currenL This may require grealer collaboration belween
industry, academia and governmentL

Addressing the full range of risks and threals can require
limely. serious and productlive collaboration. Across
jurisdictions, some law enforcement agencies are more
integrated than others, and Governmenls vary in the
extent to which they are proaclive or reactive and
engaged in the cyber equivalent of an arms race. For the
more aware and better prepared cyber defence could
become a shared purpose. Boards should prioritise
security and survival. ™
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